® KA ol

Features list of Kntrol Management Syste
(KMS) V1.0

2FA

e Two-factor authentication (Totp)
e Google authenticator
e Windows authenticator

Hardware Inventory

e Hardware configuration of
client machine, OS

Software Inventory

e List of all installed software

Application-Level Control

e Track all application access details.
@ Applicutions exclude list. (Monitor ail except specified application)
e Take a screenshot when a specified

application is accessed.
Block specific applications.

Clipboard Activities

Track all clipboard activities.
Capture screenshots.
Apply watermarking (Text base watermarking).

Watermarking (machine name, user name,
time stamp)

Block clipboard activities.
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Email (Outlook 2016 and above)

e Track all outgoing emails.

e Take screenshots for outgoing emails.

¢ Track all email attachments along with
email body.

e Block all email attachments.

e Allow selected email attachments to
be sent (based on extensions).

¢ Safe domains.

®* Unsafe domains.

USB

e Track USB storage devices.
e Make the USB storage device read-only.
® Block USB storage devices.

e Allow only safe USB (based on USB serial
number).

e Block bluetooth.

Web Browsing Activities

Capture web browser history.
Capture web bookmarks.
Capture web downloads.
Capture web profiles.

Print
* Track all print activity.

Block all print activity.
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Client Level Protection

e Display client tray icon.
e Run in stealth mode.

e Run in protected mode.
e Auto update to latest version.

e Track the public IP and location.

e Track hardware and software details.

e Audio / Video recording (8-bit, 16-bit).

e Send an alert if there is no communication between
the client and the server.

Screen captures

e Take screenshots for specific applications.

Watermark

e Apply custom watermark, User name, Machine
name, Timestamp.

Alerts

e Predefine 60+ alerts; can create customized
alerts.

Fully cycle the incident response
solution.

Policy driven solution.
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Customized policy messages.

Display a corporate message during
user login.

Capture and send an alert for user
idle time.

Capture user session start and end
details.

Capture software install/uninstall.

Reports

e On demand report
e Schedule report
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User - RBAC
(Role Base Access Control).

e Admin
¢ Manager
® Viewer

Admin audit
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